
 
Advice: Step-by-step guide to completing the Data Security and 
Protection Toolkit (DSPT) 
 
 Question Toolkit tool tips Evidence 
 

1.1 
The organisation has a framework in place to support Lawfulness, Fairness and 
Transparency  

1.1.1 
What is your ICO 
Registration 
Number? 

You can get this number from the Information 
Commissioner's Office website 
(https://ico.org.uk/for-organisations/). 

Mandatory 
Enter number 
into the text 

1.1.2 

Does your 
organisation have an 
up to date list of the 
ways in which it 
holds and shares 
different types of 
personal and 
sensitive 
information? 

To be compliant with data protection legislation 
you must have a list or lists of the different 
ways in which your organisation holds personal 
and sensitive information (e.g. filing cabinet, 
care planning system, laptop). This list is called 
an Information Asset Register (IAR) and it 
should detail where and how the information is 
held and how you keep it safe. You should also 
have a list or lists of the types of personal data 
that are shared with others, for example needs 
assessments, prescriptions, payslips, care 
plans. This list is called a Record of Processing 
Activities (ROPA) and should detail how the 
data is shared and how your organisation 
keeps it safe. It is fine to have either two 
separate documents or a single document that 
combines both lists. 
The list(s) should be reviewed and approved 
by the management team or equivalent since 
1st July 2021. Upload the document(s) or link 
to the document or specify where it is saved. 

Mandatory 
This is 
contained in 
your Audit – 
GDPR access 
to information, 
Information 
Asset Register 
and Record of 
Processing 
Activities. 
Upload the 
document here 
or provide a link 
to the document 
on your 
website. 

1.1.5 

Who has 
responsibility for 
data security and 
protection and how 
has this 
responsibility been 
formally assigned? 

Record the names of people in your 
organisation with overall responsibility for data 
security and protection. 

Mandatory 
Enter names 

1.1.6 
Your organisation 
has reviewed how 
you ask for and 

 Not Mandatory 
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record and manage 
ongoing consent 

1.2 Individuals’ rights are respected and supported 

1.2.1 
Does your 
organisation have a 
privacy notice? 

If you use and share personal data then you 
must tell people what you are doing with it. 
This includes why you need the data, what 
you'll do with it, who you're going to share it 
with and individual's rights under data 
protection legislation e.g. to access the 
information. 
 
This should be set out in writing in 'a privacy 
notice'. You should provide this information in a 
clear, open and honest way using easily 
understood language. 
 
Privacy notice should cover all data you 
process for example the data relating to the 
people you support and their relatives, staff, 
volunteers, members of the public. You may 
have more than one privacy notice e.g. one for 
staff and another one for the people you 
support.  

Mandatory 
Upload your 
Privacy Notice 
or reference its 
position 

1.2.4 

Is your organisation 
compliant with the 
national data opt-out 
policy? 

Please provide your published compliance 
statement e.g. within a privacy notice and/or 
Published Data Release Register ( 

Mandatory 
You should be 
compliant by 
September 
2021 

1.3 Individuals’ rights are respected and supported (GDPR Art 12-22) 

1.3.1 

Does your 
organisation have up 
to date policies in 
place for data 
protection and for 
data and cyber 
security? 

Confirm that your organisation has a policy or 
policies in place to cover: 
- data protection 
- data quality 
- record keeping 
- data security 
- where relevant, network security 
 
The policy or policies should be reviewed and 
approved by the management team or 
equivalent within the last 12 months. 

Mandatory 
Tick Box 

1.3.2 

Does your 
organisation carry 
out regular data 
protection spot 
checks?  

The spot checks should check that staff are 
doing what it says in your staff Confidentiality 
and Data Protection guidance and the 
response should include details of any actions, 
who has approved the actions and who is 
taking them forward.  

 

1.3.6 
 

What are the top 
three data and cyber 
security risks in your 
organisation and 
how does your 

 Not Mandatory 
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organisation plan to 
reduce those risks? 

1.3.7 

Does your 
organisation’s data 
protection policy 
describe how you 
keep personal data 
safe and secure? 
. 

The procedures should be approved by the 
board or equivalent and aim to ensure that only 
the minimum necessary personal data is 
processed, that pseudonymisation is used 
where possible, that processing is transparent 
allowing individuals to monitor what is being 
done with their data. 
 

Mandatory 
Tick the box to 
confirm that you 
have these 
procedures in 
place to 
complete this 
evidence item. 
Should be 
covered in the 
Data Security 
Policy. 

1.3.8 

Does your 
organisation’s data 
protection policy 
describe how you 
identify and minimise 
risks to personal 
data when 
introducing or 
changing a process 
or stating a new 
project involving 
personal data 

This should be in your privacy notice and/or 
data protection policy 

Mandatory 
Tick box 

1.3.9 

Is data security 
direction set at 
management level 
and translated into 
effective 
organisational 
practices? 

 Not Mandatory 

1.3.10 

How are data 
security and 
protection policies 
available to the 
public? 

 Not Mandatory 

1.3.11 

If staff, directors, 
trustees and 
volunteers use their 
own devices (e.g. 
phones) for work 
purposes, does your 
organisation have a 
bring your own 
device policy and is 
there evidence of 
how this policy is 
enforced? 

The devices referred in this question include 
laptops, tablets, mobile phones, CDs, USB 
sticks etc. This applies to use of devices 
whether the person is on duty or not e.g. if they 
access your system(s) when not on shift. 
Please upload your Bring Your Own Device 
policy and any associated guidance, and 
evidence of how this policy is enforced. 

Mandatory 
Tick box 

1.3.12 
How does your 
organisation make 
sure that paper 

Paper records may be taken out of your 
organisation’s building(s), for example for 
hospital appointments or visits to people’s 

Mandatory 



records are safe 
when taken out of 
the building? 
 

homes. Leaving documents in cars, for 
instance, can be risky. How does your 
organisation make sure paper records are kept 
safe when ‘on the move’? 

Describe or add 
your policy 
wording 

1.3.13 

Briefly describe the 
physical controls 
your buildings have 
that prevent 
unauthorised access 
to personal data 

 Mandatory 
Describe 

1.3.14 

What does your 
organisation have in 
place to minimise the 
risks if mobile 
phones are lost, 
stolen, hacked or 
used 
inappropriately? 

Smartphones are especially vulnerable to 
being lost or stolen. What has been put in 
place by your organisation to protect them to 
prevent unauthorised access? E.g. is there a 
PIN or fingerprint or facial scan? Is there an 
app set up to track the location of a lost/ stolen 
smartphone, and ‘wipe’ its contents remotely? 
You may need to ask your IT supplier to assist 
with answering this question. 

Mandatory 
Explain with 
reference to 
your policies 

1.4 Records of processing activities are documented for all uses and flows of personal 
information (GDPR Article 30 and DPA 18 Schedule 1 Part 4) 

1.4.1 

Does your 
organisation have a 
timetable which sets 
out how long you 
retain records for? 

You should have this in your data protection 
policy. 

Mandatory 
Tick box 

1.4.2 

If your organisation 
uses third parties to 
destroy records or 
equipment that hold 
personal data, is 
there a written 
contract in place that 
has been reviewed 
since 1st July 2021? 
This contract should 
meet the 
requirements set out 
in the data protection 
regulations. 

This date should be within the last twelve 
months 

Mandatory 
This is the Audit 
- GDPR 
Information. 
Enter date last 
reviewed 

1.4.3 

If your organisation 
destroys any records 
or equipment that 
hold personal data, 
how does it make 
sure that this is done 
securely?  

This should be in your Record Keeping policy 

Mandatory 
If you do not 
destroy records 
yourself but use 
a third party 
then write not 
applicable.  

2 
All staff understand their responsibilities under the National Data Guardian’s Data 
Security Standards, including their obligation to handle information responsibly and 
their personal accountability for deliberate or avoidable breaches. 

2.1 Staff are supported in understanding their obligations under the National Data 
Guardian’s Data Security Standards.  



2.1.1 

Does your 
organisation have an 
induction process 
that covers data 
security and 
protection and cyber 
security 

The induction can be delivered face to face or 
digitally. Records are maintained and the 
induction is reviewed on a regular basis to 
ensure its effectiveness.  

Mandatory 
Tick box 

2.1.2 

Do all employment 
contracts contain 
data security 
requirements? 

 

Mandatory 
 
Tick the box to 
confirm that all 
employment 
contracts 
mention data 
security. 

2.1.3 

The results of staff 
awareness surveys 
on staff 
understanding of 
data security are 
reviewed to improve 
data security. 

Using the staff awareness questions in 
https://www.dsptoolkit.nhs.uk/Help/21 either 
through the Data Security Awareness training 
or local materials. 

Not Mandatory 

3.1 There has been an assessment of data security and protection training needs across 
the organisation.  

3.1.1 

Has a training needs 
analysis covering 
data security and 
protection, and cyber 
security, been 
completed since 1st 
July 2021? 

This is an assessment of data security and 
protection training and development needs for 
all your staff including Board Members, 
approved by your SIRO or equivalent. 
This should be covered in your Training Needs 
Analysis. It should be completed and signed off 
by your IG Lead. 
  

Mandatory 
Tick the box to 
confirm that you 
have completed 
your TNA. 

3.2 Staff pass the data security and protection mandatory test.  

3.2.1 

Have at least 95% of 
all staff, completed 
their annual Data 
Security Awareness 
training in the period 
1 April to 31 March? 

This can be calculated from local materials/E 
Learning system and/or the national Data 
Security Awareness E-Learning system. 
Data Security Awareness - elearning for healthcare 
(e-lfh.org.uk) 

Mandatory 
Tick box 

3.3 Staff with specialist roles receive data security and protection training suitable to their 
role.  

3.3.1 

Provide details of 
any specialist data 
security and 
protection training 
undertaken. 

Details of any additional training as identified 
by your Data Security Training Needs analysis. 
Such as staff with roles as Caldicott Guardian, 
in Informatics (IT and Information areas), 
Medical Records, Clinical Coding & Information 
Governance (including privacy / confidentiality 
& data protection) 

Not Mandatory 

3.4 Leaders and board members receive suitable data protection and security training.  

3.4.1 

Have the people with 
responsibility for 
data security and 
protection received 

It is likely that the person or people within your 
organisation who are responsible for data 
security and protection will need additional and 
more in depth training than the majority of your 

Mandatory 
Tick box 
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training suitable for 
their role? 

staff. Your organisation’s training needs 
analysis should identify any additional training 
required by people with increased data security 
and protection responsibilities or specialist 
roles, for example a Data Protection Officer 
(DPO). 

4.1 The organisation maintains a current record of staff and their roles. 

4.1.1 

Does your 
organisation have an 
up to date record of 
staff, and volunteers 
if you have them, 
and their roles? 

Maintain a list of all staff and their roles. This 
should be updated regularly when staff join or 
leave or their roles change. 
Confirmation by the person with responsibility 
for staff management that the organisation 
maintains a record of staff and their roles. 
  

Mandatory 
Tick the box to 
confirm that you 
maintain a 
record of staff 
and their roles. 

4.1.2 

Does your 
organisation know 
who has access to 
personal and 
confidential data 
through its IT 
system(s)? 

Your organisation should know who has 
access to the personal and confidential data in 
its IT system(s). Each person needs to have 
their own account to access a system. If that is 
not currently possible, and users share a login, 
the organisation must risk assess the situation 
and agree a plan to end the use of shared 
logins. 

Mandatory 
Tick box 

4.2 Organisation assures good management and maintenance of identity and access 
control for its networks and information systems.  

4.2.2 

Provide a summary 
of data security 
incidents in the last 
12 months caused 
by a mismatch 
between user role 
and system 
accesses granted. 

This can be an incident either where the staff 
member's rights to data was too high or too 
low.  Do not name individuals. 

Not mandatory 

4.2.4 

Does your 
organisation have a 
reliable way of 
removing or 
amending people’s 
access to IT systems 
when they leave or 
change roles? 

When people change roles or leave your 
organisation, there needs to be a reliable way 
to amend or remove their access to your IT 
system(s). This could be by periodic audit to 
make sure that people’s access rights are at 
the right level. It is important that leavers who 
had access to personal data have their access 
rights revoked in line with your policies and 
procedures. This includes access to shared 
email addresses. 

Mandatory 

4.3 All staff understand that their activities on IT systems will be monitored and recorded 
for security purposes.  

4.3.1 

Have all the 
administrators of 
your organisation’s 
IT system(s) signed 
an agreement to 
hold them 
accountable to 
higher standards? 

The people within your organisation who are IT 
system administrators may have access to 
more information than other staff. Therefore, 
they need to be held accountable in a formal 
way to higher standards of confidentiality than 
others. This requirement applies to IT system 
administrators working in external companies 
who support your organisation’s IT systems. 
This formal agreement could be part of a job 

Not Mandatory 



description or a contract with your IT support 
company and/or systems supplier/s. 

4.3.3 

Have all staff been 
notified that their 
system use could be 
monitored? 

Staff are informed and understand that their 
system can be monitored and recorded. The 
notification method is periodic.  

Not Mandatory 

4.4 You closely manage privileged user access to networks and information systems 
supporting the essential service.  

4.4.1 

The person with 
responsibility for IT 
confirms that IT 
administrator 
activities are logged 
and those logs are 
only accessible to 
appropriate 
personnel. 

IT Support staff typically have high level 
access to systems. The activities of these 
users should be logged and only available to 
appropriate personnel.  If no systems then 
please tick and state "No systems" as a 
comment. 

Not Mandatory 

4.5 You  ensure your passwords are  suitable for the information you are protecting  

4.5.4 

How does your 
organisation make 
sure that staff, 
directors, trustees 
and volunteers use 
good password 
practice? 

If your organisation has any IT systems or 
computers, it should provide advice for setting 
and managing passwords. Each person should 
have their own password to access the 
computer, laptop or tablet that they are using 
and a separate password for other systems. 
These passwords should be ‘strong’ i.e. hard to 
guess. This could be enforced through 
technical controls i.e. your system(s) require a 
minimum number of characters or a mixture of 
letters and numbers in a password. 
 Information about good password practice is 
available from [Digital Social Care] 
(https://www.digitalsocialcare.co.uk/data-
security-protecting-my-information/cyber-
security/use-strong-passwords/). 

Mandatory 

4.5.5. 

Do you ensure that 
passwords for highly 
privileged system 
accounts and 
infrastructure 
components shall be 
changed from default 
values and should 
have high strength 

 Not Mandatory 

5.1 Process reviews are held at least once per year where data security is put at risk and 
following data security incidents.  

5.1.1 If your organisation 
has had a data 

Processes which have caused breaches or 
near misses, are reviewed to identify and 

Mandatory 
Tick box 



breach or a near 
miss in the last year, 
has the organisation 
reviewed the 
process that may 
have allowed the 
breach to occur? 

improve processes which force staff to use 
workarounds which compromise data security. 

5.1.3 

List of actions arising 
from each process 
review, with names 
of actionees. 

For each process review a list of actions 
should be produced with each action having an 
owner. If no actions mark none in other text. 

Not Mandatory 

5.2 Participation in reviews is comprehensive, and clinicians are actively involved.  

5.2.1 

Provide a scanned 
copy of the process 
review meeting 
registration sheet 
with attendee 
signatures and roles 
held. 

An example of a scanned registration sheet, 
photo or minutes. The attendees should be 
from a multi-disciplinary team with active 
clinical involvement for care related processes 
and systems. 

Not Mandatory 

5.3 Action is taken to address problem processes as a result of feedback at meetings or 
in year.  

5.3.1 

Are the actions to 
address problem 
processes being 
monitored and 
assurance given to 
senior team? 

 Not Mandatory 

6.1 Responding to Incidents  

6.1.1 

Does your 
organisation have a 
system in place to 
report data 
breaches?  

All staff and volunteers if you have them, are 
responsible for noticing and reporting data 
breaches and it is vital that you have a robust 
reporting system in your organisation. There is 
an incident reporting tool within this toolkit 
which should be used to report health and care 
incidents to Information Commissioner’s Office 
ICO. 

Mandatory 
Tick the box to 
confirm you 
have a data 
security breach 
reporting 
system in place. 

6.1.3 

If your organisation 
has had a data 
breach, were the 
management team 
notified, and did they 
approve the actions 
planned to minimise 
the risk of a 
recurrence? 

If no breaches then please state "No breaches" 

Mandatory 
Tick the box to 
confirm this. 
 
It no breaches 
in the last 12 
months, then 
tick the box and 
put "no 
breaches" in the 
comments. 

6.1.4 

If your organisation 
has had a data 
breach, were all 
individuals who were 
affected informed? 

If a data security breach occurs under GDPR 
which requires notification 
(https://ico.org.uk/for-organisations/guide-to-
the-general-data-protection-regulation-
gdpr/personal-data-breaches/) individuals are 
appropriately informed? 

Mandatory 
Tick the box to 
confirm you 
have informed 
them. 
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If no breaches then please tick and state "No 
breaches". 

If no breaches 
which affect 
individuals, tick 
the box and 
state "no 
breaches" 

6.2 All user devices are subject to anti-virus protections while email services benefit from 
spam filtering and protection deployed at the corporate gateway.  

6.2.1 

Do all the computers 
and other devices 
used across your 
organisation have 
antivirus/antimalware 
software which is 
kept up to date? 

 Mandatory 
Tick box 

6.2.6 
Number of phishing 
emails reported by 
staff per month. 

From your service desk system or service the 
number of reported phishing mails. 
NHS Mail use is accepted as demonstrating 
this evidence item 

Not Mandatory  

6.3 Known vulnerabilities are acted on based on advice from CareCERT, and lessons are 
learned from previous incidents and near misses. 

6.3.1 

If you have had a 
data security 
incident, was it 
caused by a known 
vulnerability? 

Provide details of incidents over the reporting 
period (a year). Known vulnerabilities are those 
listed on the CareCERT portal, if viewable.  If 
no incidents have occurred mark “None”. 

Not Mandatory 

6.3.2 

Have staff, directors, 
trustees and 
volunteers been 
advised that use of 
public Wi-Fi for work 
purposes is unsafe? 

Use of public Wi-Fi (e.g. Wi-Fi freely available 
at cafes and train stations etc) or unsecured 
Wi-Fi (Wi-Fi where no password is required to 
access it) could be unsafe and lead to 
unauthorised access of personal data. Staff, 
directors, trustees and volunteers if you have 
them, should be advised of this. 
 
If nobody uses mobile devices for work 
purposes out of your building/offices, then tick 
and write “Not applicable” in the comments 
box. 

Mandatory 
Tick Box 

6.3.5 

Have you had any 
repeat data security 
incidents within the 
organisation during 
the past twelve 
months? 

A repeat incident is defined as an exploitation 
of the same vulnerability on the same systems 
or different ones, that occurs within three 
calendar months of a previous occurrence. 
Provide details. 

Not Mandatory 

7.1 Organisations have a defined, planned and communicated response to Data security 
incidents that impact sensitive information or key operational services. 

7.1.1 

Organisations 
understand the 
health and care 
services they 
provide. 

This should cover: 
I. What their key services are 
II. What technologies and services their 
services rely on to remain available and secure 
III. What other dependencies the operational 
services have (power, cooling, data, people 
etc.) 

Not mandatory 



IV. The impact of loss of availability of the 
service 

7.1.2 

Does your 
organisation have a 
business continuity 
plan that covers data 
and cyber security? 

This may include the preservation of manual 
processes for essential services. 

Mandatory 
Tick the box to 
confirm that you 
have a 
business 
continuity plan 
in place. 

7.1.3 

You understand the 
resources and 
information that will 
be needed if there is 
a data security 
incident and 
arrangements are in 
place to make these 
resources available. 

 Not Mandatory 

7.2 There is an effective test of the continuity plan and disaster recovery plan for data 
security incidents. 

7.2.1 

How does your 
organisation test the 
data and cyber 
security aspects of 
its business 
continuity plan? 

Describe how your organisation tests these 
aspects of its plan and what the outcome of the 
exercise was the last time you did this. This 
should be since 1st July 2021. 
 
Guidance for testing your business continuity 
plan for the data and cyber security aspects is 
available from [Digital Social 
Care](https://www.digitalsocialcare.co.uk/latest-
guidance/template-policies/).2 

Mandatory 
Briefly explain 
how you test 
your business 
continuity plan 
and how your 
staff know who 
is responsible 
for what. 

7.2.2 

From a business 
continuity exercise, 
explain what issues 
and actions were 
documented with 
names of actionees 
listed against each 
item. 

 Not Mandatory 

7.3 
You have the capability to enact your incident response plan, including effective 
limitation of impact on your essential service. During an incident, you have access to 
timely information on which to base your response decisions. 

7.3.1 

How does your 
organisation make 
sure that there are 
working backups of 
all important data 
and information? 

It is important to make sure that backups are 
being done regularly, that they are successful 
and that they include the right files and 
systems. Briefly explain how your 
organisation’s back up systems work and how 
you have tested them. 
 
You may need to ask your IT supplier to assist 
with answering this question. If your 
organisation does not use any computers or IT 
systems, write “Not applicable” in the text box. 
 

Mandatory 
Explain what 
your 
organisation 
does. 



For advice about backups, see [Digital Social 
Care](https://www.digitalsocialcare.co.uk/data-
security-protecting-my-information/cyber-
security/back-up-your-data/). 

7.3.2  

All emergency 
contacts are kept 
securely, in 
hardcopy and are 
up-to-date. 

Contacts include phone number as well as e-
mail. 

Mandatory 
Tick the box to 
confirm that you 
have an 
emergency 
contact list 
which is kept 
securely up to 
date and in 
hardcopy. 

7.3.4  

Suitable backups of 
all important data 
and information 
needed to recover 
the essential service 
are made, tested, 
documented and 
routinely reviewed. 

Provide evidence that your back up, testing 
and review process is effective.  

Mandatory 

7.3.6 

Are your backups 
kept separate from 
your network 
(‘offline’) or in a 
cloud service 
designed for this 
purpose?  

Backups should be tested frequently. The 
example provided may relate to a live or test 
environment.  

Not Mandatory 

8.1 All software and hardware has been surveyed to understand if it is supported and up 
to date. 

8.1.2  

Does the 
organisation track 
and record all end 
user devices and 
removeable media 
assets?  

e.g. you hold an up to date list of all your end 
user devices and removable media.  

Not Mandatory 
Tick box 

8.1.4 

Are all the IT 
systems and the 
software used in 
your organisation still 
supported by the 
manufacturer or the 
risks are understood 
and managed? 

 Mandatory 
Tick box 

8.2 Unsupported software and hardware is categorised and documented, and data 
security risks are identified and managed. 

8.2.1 

If your answer to 
8.1.4 (on IT systems 
and software being 
supported by the 
manufacturer) was 
that software risks 

This is a conscious decision to accept and 
manage the associated risks of unsupported 
systems. This document should indicate that 
your board or management team have formally 
considered the risks of continuing to use 

Mandatory 
Upload 
evidence that 
you have 
considered and 
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are being managed, 
please provide a 
document that 
summarises the risk 
of continuing to use 
each unsupported 
item, the reasons for 
doing so and a 
summary of the 
action your 
organisation is taking 
to minimise the risk. 

unsupported items and have concluded that 
the risks are acceptable. 

accepted the 
risk 

8.3 Supported systems are kept up-to-date with the latest security patches. 
  

8.3.2 

How often, in days, 
is automatic patching 
typically being 
pushed out to 
remote endpoints?  

Remote endpoints being those devices or 
computers that are not on the core network 
(such as Home or mobile workers). The usual 
number of days between one wave of remote 
patching and the next. 

Not mandatory 

8.3.5 

How does your 
organisation make 
sure that the latest 
software updates are 
downloaded and 
installed? 

 

Mandatory 
Complete the 
comment box 
with an 
explanation 

8.4 You manage known vulnerabilities in your network and information systems to 
prevent disruption of the essential service. 

8.4.1 

Is all your 
infrastructure 
protected from 
common cyber-
attacks through 
secure configuration 
and patching? 

Explain at a summary level but where this is 
not possible, then other mitigations (such as 
logical separation) shall be applied. 

Not Mandatory 
Explain this 
briefly- speak to 
your IT provider 
if you are 
unsure how this 
is done. 

8.4.2 

All infrastructure is 
running operating 
systems and 
software packages 
which are patched 
regularly, and as a 
minimum in vendor 
support. 

It refers to computers connect to or capable of 
connecting to the internet. 

Not Mandatory 
Tick box 

8.4.3  

You maintain a 
current 
understanding of the 
exposure of your 
hardware and 
software to publicly-
known 
vulnerabilities. 

 Not Mandatory 
Tick box 

9.1 All networking components have had their default passwords changed. 

9.1.1 Does your 
organisation make 

Networking components include routers, 
switches, hubs and firewalls at all of your Mandatory 
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sure that the 
passwords of all 
networking 
components, such 
as a Wi-Fi router, 
have been changed 
from their original 
passwords? 

organisation’s locations. Your organisation may 
just have a Wi-Fi router. This does not apply to 
Wi-Fi routers for people working from home. 
You may need to ask your IT supplier to assist 
with answering this question. 

If your 
organisation 
does not have a 
network or 
internet access, 
then tick and 
write “Not 
applicable” 
and tick the 
box. 

9.2 A penetration test has been scoped and undertaken 

9.2.1  

The annual IT 
penetration testing is 
scoped in 
negotiation between 
management, 
business and testing 
team including 
checking that all 
networking 
components have 
had their default 
passwords changed. 

This should be since 1st July 2021. Please 
include the scope and redact any elements of 
the results that are sensitive. Please only 
include the scope and redact any elements of 
the results that are sensitive.  

Not Mandatory 
Tick box 

9.2.2  
The date the 
penetration test was 
undertaken.  

This should be since 1st July 2021. 

Not Mandatory 
Insert the date 
this was 
completed 

9.3 Systems which handle sensitive information or key operational services shall be 
protected from exploitation of known vulnerabilities. 

9.3.1  

All web applications 
are protected and 
not susceptible to 
common security 
vulnerabilities, such 
as described in the 
top ten Open Web 
Application Security 
Project (OWASP) 
vulnerabilities.  

  

Not Mandatory 
Tick box 
If no web 
applications tick 
yes and explain 
this in the 
comments 

9.3.2 

The person with 
responsibility for IT 
has reviewed the 
results of latest 
penetration testing, 
with action plan 
against outstanding 
OWASP findings. 

Provide the action plan with confirmation of 
SIRO review. Not mandatory 

9.3.4 

The organisation 
ensures that 
changes to your 
authoritative DNS 
entries can only be 
made by strongly 

 Not mandatory 



authenticated and 
authorised 
administrators. 

9.3.5 

The organisation 
understands and 
records all IP ranges 
in use across your 
organisation. 

 Not mandatory 

9.3.6 

The organisation is 
protecting  data in 
transit (including 
email) using well-
configured TLS v1.2 
or better. 

 Not mandatory 

9.3.8 
The organisation has 
a suitable perimeter 
security device. 

e.g. NHS Digital Cloud based firewall Not mandatory 

9.4 You have demonstrable confidence in the effectiveness of the security of your 
technology, people, and processes relevant to essential services. 

9.4.1 

You validate that the 
security measures in 
place to protect the 
networks and 
information systems 
are effective, and 
remain effective for 
the lifetime over 
which they are 
needed. 

Please provide an explanation. Not mandatory 

9.4.4 

Security deficiencies 
uncovered by 
assurance activities 
are assessed, 
prioritised and 
remedied when 
necessary in a timely 
and effective way. 

 Not mandatory 

9.5 You securely configure the network and information systems that support the delivery 
of essential services. 

9.5.1 

All devices in your 
organisation have 
technical controls 
which manage the 
installation of 
software on the 
device 

Describe how this is managed across your 
devices with detail of any exceptions. Not mandatory 

9.5.2 

Are all laptops and 
tablets or removable 
devices that hold or 
allow access to 
personal data, 
encrypted? 

 

Mandatory 
Tick the box to 
complete this 
item. If your 
practice does 
not use mobile 
devices or 



removable 
media (e.g. 
USB sticks) 
then you can 
write "N/a" in 
the comment 
box. 

9.5.3 

You closely and 
effectively manage 
changes in your 
environment, 
ensuring that 
network and system 
configurations are 
secure and 
documented. 

 Not mandatory 

10.1 The organisation can name its suppliers, the products and services they deliver and 
the contract durations. 

10.1.2 

Does your 
organisation have a 
list of its suppliers 
that handle personal 
information, the 
products and 
services they deliver 
and their contact 
details? . 

Your organisation should have a list or lists of 
the external suppliers that handle personal 
information such as IT or care planning 
systems suppliers, IT support, accountancy, 
DBS checks, HR and payroll services, showing 
the system or services provided. 

Mandatory 

10.2 Basic Due Diligence has been undertaken against each supplier according to ICO 
and NHS Digital Guidance. 

10.2.1 

Do your 
organisation’s IT 
system suppliers 
have cyber security 
certification? 

 Mandatory 
Tick the box 

10.2.2 

Contracts with all 
third parties that 
handle personal 
information are 
compliant with ICO 
guidance 

 Not Mandatory 

10.2.5 

All Suppliers that 
process or have 
access to health or 
care personal 
confidential 
information have 
completed a Data 
Security and 
Protection Toolkit, or 
equivalent. 

 Not mandatory 

10.3 All disputes between the organisation and its suppliers have been recorded and any 
risks posed to data security have been documented. 



10.3.1 

List of data security 
incidents past or 
present with current 
suppliers who handle 
personal information.  

 Not mandatory 

10.4 All instances where organisations cannot comply with the NDG Standards because of 
supplier-related issues are recorded and discussed at board. 

10.4.1 

List of instances of 
suppliers who handle 
health and care data 
not complying with 
NDG standards, with 
date discussed at 
board or equivalent 
level. 

 Not mandatory 

 


